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(57) Abstract: A key distribution method for the next 
generation network (NGN), includes: (a) a terminal 
sending a registration request message to a Softswitch; 
(b) the Softswitch sending a authentication request 
message to a authentication center; (c) the 
authentication center authenticating the terminal, then 
the Softswitch distributing the session key to the 
terminal after the registration authentication being 
passed. The invention implements the key distribution 
during the registration authentication, thus the traffic 
is less, and it could combine the specialty of the NGN, 
and improve the efficiency for solving the security 
problem, the registration authentication of the terminal 
and the distribution of the key are more fit for the 
NGN actually. 
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(57) $3? 

i^fir-K J!&fr##l*^ NGN f^jBtX^^^T^^ 
& $m&4t<£WM.tfzi% , *f *fc tfj >i#iAii^ $43 # & t 
■f NGN 
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*£$J»MJi/f*ttt^f JCft—ftMHtf- NGN (T 

5 t%#J^ 

¥i^i9L4r^^.W^f^m, N^tl^T^PSTN/PLMN 

&NGN &&¥ik.i^fri]L^, £M. 

15 ^^*^t^^i±^ P ^NGN nmi)$£M&&^ 

^£6. S&^^+WJM^^fc IPSec ( H^Jr-S-^) Jt^UKl* 
^W^T^ IKE i^iiC ( U#Rt^t*M) , 
TLS (^#r^4^) ^j^W^, & TLS Handshake 
(4£^-fti*) *t IKE $48 ;fc»$&fciM 

20 Diffie-Hellman 5 ^ D-H #&6^#tM ( PP*«t 

*», IKEA-^f/HJL BBt-fc*-^B^jL**t*^^1*iSC, 
ffi Handshake fcHk&BZ-is) # ( i^JJ^il ) & 
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NGN £FM*,&ft&^#*.&. NGN W 

, W &-&£-£--'Ne 1 ft f 4t*»4£*J 

NGN 7 NGN i£^"f#J9*t sMt^^L^ 

$ , # ft t *f* * J. A/fcTlt # ^ -Jfe . ft # W^tL?^ 

10 NGN W 

^T^30,*t*^^» x££NGNttW*MM.* ft/8 
a) ^^^^^iM.vi«^^4W>i*; 

cl ) iUtt Kc £#^f*M6tf £—lHE. 

c2 ) ^^^^i4ej>i#^^^ iff 



WO 2005/112338 



PCT/CN2005/000133 



-3- 

tic) + , ^fii^3t^^lTii#^^^^^ 
c5 ) &3L4&ft *J*ilW & $ 4 . flj-afc&flbM $ 

5 & it! jtf 4 ; 

c6 )#Mft *MMfri&££$# Kc . 

-sfi&tfj , #r&>±$Hfr£$ 4 3p>±#$ 4#) # SIP 1^>i#>& 4 , 
iivi#^^>E[ $ SIP -feHsnSj^ iff 4 , fti&iffi&zji'foM $ 4 
# SIP 1&i*>£««^ $ 4. 

Tii^j, #i&&#*Ntifl4# MGCP mX$A^M : M.t^$?*h 
1 5 £ >Hf 4 , #r ii>i#^^^ iH >hM iff M % MGCP W 
vLi&fri% #r&>£#$4;# mgcp tHsiiWft 

£ $ 4- , fymiMikML'faM Hi ,%fc&MM>bjsL% 4 Ml # 
20 H.248 ^ism«|ii Jt2fc>t 4^^^ $ 4 , #r&>£## 43? H.248 VhiSL 

ii^p^4^"^^4. 

^fii>i#^>^4^ H323 WfcW^iNti84, #ri£>£ 
#^^^4^ H3231?H*IWE&$4, #r&*Mfr$4;$ H.323 
tH*&#*Nt>"#.&, ^>i#^^"^^4^ H323#4*v£#&^$ 
25 4. 

A ) ^iti±^^^^^^>i#it^^ 4ifr£>±#; 

B) &£&ftiU£+.u&ilHU^ 
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5 CI ) '«*M&4*## Kc ^JSLJ^^att** 

Ksp^A^^^^-^ii^, Kc 

10 ii#*J*.; 

C3) ^^^^it'^^^t^Kci^f ^ii^, 

15 *riM£. 

A t £/£*iU£+ -«MJ Kc ^ Ksp*»^^^* 

20 #"4^^ £-^43 Ksp ##iU£+'«&-fc* 1 #4JI Ksp 

25 C6 )*f*jfMft/!»fi*.**4?^ Kc , 
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il/ft",, 

Tifctf , #r&>i**£$ 4^v£## 4#) # SIP #4*vi## * , 
5 P%i&3LM2L®L>fr& : M 4# SIP mi'tiM $ 4, #r&v£#& J i p fr^ $ 4 
# SIP 1*isc>i#tfr 4. 

■sn&tf, #i£&#rjMt>#&# MGCP -W-tsSL # "6 
#$4, /^iia#^JIfc^*A>^^#A^^>tl^^ MGCP 
i^it^f^^'4A^-^^^4, ^i£v£#>)^4# MGCP IfriSUa*'** 
10 4-M-"fr>M 

& & ■*) $ 4 , #f J*. >i # ^ *t "6 # $ 4- jfa >i # & ^ °6 yEI $ 4 #J ^ 
H.248 $ 4 , #r&>£#$ 4# H.248 "fcH* 

#iUM,M4;$ H.323 1iH*fW£&$4 5 ^j£>i#$4;$ H.323 
i^>iJJHfr£$&, ^fii>i#^^^^^4^7 H.323 VhiSL&ft&lhiH 
ir. 

20 1, ^^t^^^^it^, ^#iU£i±^+£#.#4fl 

T $ ^**4r ft , *MB # v£flHM£4 1 #1 W * t 

jlil^- -f NGN H %r ¥j % f* 'It H. . 

2, *iL«!/3 + »T^m#SIP, MGCP, H.248, H.323^^ ^#i5C>i 

25 #it#i-^ ^k^w^^jtm^^ , t $ 

3, ;£iL!8t=&T£3M* SIP, MGCP> H.248, H.323 #£>Hfr 
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MM 

9 3 Art a/I *4^^iL**^^l^*^^a^-#NGN W 

10 it^ti±#I^^S; 

S 5 A£ SIP tWfci£*HUEi±?& t ^It^M^ g^'Jitltit 

9 6 MGCP ^>s#^i£i±^t^^^^^^^^Jii. 

15 a 7^H.248i*i^>i#iAi£i±^lt ^fefllitte 

9 8 H.323 1ste&&#iU£i±?& t £3t#4B^£tf 

20 £ NGN W & t , m 9 it NGN W faiE^t «J 

-^MRH, ^M^fife4!Ufr##* NGN W^*4M«]«, NGN W 

£NGNP3^t> W^kfrjt£fete*Mfc» ® 
l A NGN — #tfS5^#-*MaW ffl . -H*.&& ( 

25 W^4S*J») A4h &l$&W^*l^£>Hfc&*iSt-iK *»ffl l #r^tf> 
NGN W t . &£&i&i± IP m Mi t W £ , SIP ( 
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Tl* T2, 3*Mfc£&i£^iUi£+'U AuC^Bife. 

5 f at & & r #r^v; 

W^i^iit'^ AuC ££###&^&&tt&4^43, f *ff 

;SL*# $ #1 # ; 

ft *h tt4H£#43JI'] *iU£+ AuC 

10 ;ML9I NGN W it&#&*^te^l^^^ 

% — ) M&Ari&tilto , ^^i^^^il^iA^y© $ 4 , 

*r , *b*LiU£ t 4 *f*H.^L^ # — IH£ ^ *>% 
^BI5], H'Ji^iiEitit, 6*#£igiMMl#^£i&.&, 
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<ftsg (SP), &>r- W t> #4 ta ^#JittW&*4^rattifrft 

t <ft4M^TO AW^-i^: tf^AW £&iyHK£4£ 
#J&(SBC, Session Border Controller), ■JHMWfr, Wrfc#— ^ 

25 6M^>i«X., fei^^iAMS, #T 
"Pf* A- : 
EDc || EDsp || N1||TS1 
-IDc: #-iR*Mfc 
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-iDsp: #iMt4-RS: 

-Nl: IStMfcA/f^J-t. ^^iM^UML, 

+ *fe*j**fc, /fl^EfrjMMAg. (^*JK&-t ****** 
^aisj ) 

5 -TSl: ^^t^S^^^^t^-ft^S^flt^tA 

IDc || IDsp 
10 -IDc: #i a x£f3& 

-IDsp: #iMt4M^S; 

s3.4fc£&&#*tt#*&tir&. fciUaEt** (AuC) & 

ID , it >Kf t fe*f* 4*»T : 

15 IDc || IDsp 

-IDc: 

- IDsp: W*tf #4MH,3£; 

s4.iUi + »«^*##iK ID* jt^W#i u x ID, 
^£fi&#-&-«43 Kc fA^it^K%-tf)&^-%%\ Ksp A^iAiiMt 
20 4 , 'Hfcjat,^ BfcWfc Rand, * Rand, IDc W Kc 

Authenticatorc, ft Bt£&^?Mt4-ft 
3E4LfS]#<£#$4B Kc,sp, #$*M&£r$%#\ Kc ^ Ksp 
t 4fl Kc,sp *» * , # Rand . iHi^ > fo%£¥] <£r& % #) Kc,sp # ^7 & 

25 'fa lit I 

IDc || IDsp || Rand || Authenticatorc || EKc [Kc,sp] || EKsp [Kc,sp] 

$r^: Authenticatorc = fm(Kc, Rand, IDc) 
-IDc: #i££f*& 
- IDsp : 
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-Rand: ffl -Hkiit '^f^WM 1 . + •«# Rand 

-Authenticatorc: #*MF, /8 ^&&4MBE*** , iU*t'-£ 

- EKc [Kc,sp]: Kc to%i±tf4?i£%#\ 
Kc,sp 

- EKsp [Kc,sp] : iU£ t «« * #1 Ksp to # #1 
Kc,sp 

Rand, iM&*M:t fe^Tl* 4: 
IDc || IDsp || Rand 
-IDc: 

-IDsp: #^4^8 

- Rand: ftiXnfc t '^^t^ftS^ SS^MSt; 

JMf , I s ! #>i#£M£I $ t Rand, 

.& , t T'ft 4 : 

IDc || IDsp || Nl || N2 || TS2 || Rand 
-IDc: #iR*M6 
-IDsp: #iMt4^S 

-Nl: |S]^^^t4-^^>i#>^4^Xt6t Nl, fl-ftf 

$£#$MtA$w£ 
-N2: f-#-fc£3MML 
-TS2: ^-f^MlfriEIHj-fSJft 

- Rand: t Bfcfrlfc; 
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IhJ # BMMBt Rand * *f , fc#4^J£**f4U&&# > 

$ t &te#itlh##J f -=-lBiE4F Authenticatorc, ft H >i# 

iil-txt IPSec* # 

#rJr*^ tls $ ), # rtfc&mt& , 

Afe^afctfilflr, i£v£#$&*Ml+ &^T4t&: 

IDc || Nl|| N2 || TS3 || Authenticatorc|| Security mechanism list 
$r^: Authenticatorc = f(Kc, Rand, IDc) 

-IDc: 

10 -Nl: tfttl&MUM^'J-S-. ^"f#iR^2fc^M: 

-N2: ^^#i°^t^SJi-^X6t^^ 
-TS3: ih-ft^Jl^Btl^a 
-Authenticatorc: Ikiit^, &£f3&£A 
- Security mechanism list: ^J^^^M^M$^\ 

IDc || IDsp||Authenticatorc 
-IDc: #iR*Mft 
20 -IDsp: #i^t4-^Jl 

-Authenticatorc: 3^£^> &£f5&£A; 

it ifl t I s ! Bt -f- * iA-ii t A#) &*'J &*± Kc fa Ksp 

^^te^S^-ft tf]4?i1r$4n Kc,sp, i£>)WM:t 

IDc || IDsp || EKc[Kc,sp] || EKsp[Kc,sp] 
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-IDc: 

-IDsp: #iMt4-ftJ£ 

-EKc[Kc,sp]: #iU3=t >^ft^W Kc^tf^^f 
ffi^ifW Kc,sp 

5 - EKsp[Kc,sp]: ^iA^t Ksp JHT*- 

Kc,sp; 

Kc Kc,sp, |5]3tvi#^^^^4 + 

* $-$t&.^&n t ), |L£fl-M^48 Ksp?+& 
iAi£+ »«^A^fei± Ksp Kc,sp i&ff Hf **tS, # 

'ft 4: 

IDc H IDsp || Nl || N2 || TS4 || EKc[Kc,sp] || || Security mechanism || 
Security mechanism list(c) || fm ( Kc,sp» ^ILX. ) 
-IDc: 

20 -IDsp: 

- Nl: ft "f Bf£ 
-N2: JU-f^X^^X 

-TS4: ^Jf-^^iQt^a 

- EKc[Kc,sp]: ^iUM 1 »u #4fl Kc ;fatitf*f$-Mt4-ft 
25 fSJ ft ^ #1 Kc,sp 

- Security mechanism: ^4^SMM^ -££-*fe.# 

- Security mechanism list: £f 4ft £) 6 #J ft ^7 4 » 
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- fin ( Kc.sp, %JL ): ffi 4H£#4* Kc,sp stg-^&SL&^T 

#i ^t4 , W flt*f *&*t * i^ii t Ksp fa %Js ft 4H£ & 

4l3###$»J Kc,sp, Kc,splHM*4^£i&W^ttMAC, £*J*L 

10 ft^&%ft4t&fafi ffl&VW4*#M& 

IDc || IDsp || IPc || ... 
15 - IDc: 

-IDsp: #iMt4M^ 

IPc: ^iiMlPW, ^TjfeA»5±'fir4H^3e^*h3£^ 
IP J4.it. 

20 © 5 a^mc^tM) sip ^mx.vLft^miitm, vrn 

t^>i#^ p ^>W4^^^^i SEP W*$4, 

$ 4#T $ f #4fc^ -tiiai^I t ft . 

^iiii^tii^it*^^^^4, sU s2, iiflHfr 

25 &$4# SIP tH*t#>i#$4; &3Jr*s5* #Sfcs6, 

£$43? SIPi&i*+#^,&$4^, &+401: #SIPl*H*+tfr6 
Jl^4^, ^^t^t^^Wi. 407: # SEP 
$$4^, &SLtot&tfft&3&4fiH£> s7. s8, ■% 
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&&vh&.iK&% SIP ^>S)#A4W, &-fcif$L&*J] , 2? OK; 

rfi#Ws3, S 4, Sll I'J^**^. ,M H*«.**^^' ^ 

Radius % Diameter 

m t ?s ^_#_Liiit^J Sfcg. t ^ >'H MGCP 

10 ^iiit^fi±#It*#^6^^i^4, £#3$. si, #^ s2, iiflHfr 

4# MGCP isHX-t j^fitfe^ 44^ RSIP A£*ft£Z $ 4; & 
fM- s5, s6, >i#£.JM,£ $ 43/ MGCP 1jB*t ^si^riN^ 
4^RQNT, ^&&tM^&ftK&> £#3fls7, jN*s8, 
MGCP •fetoX.t &<H* NOTIFY, 4*^*** 

15 £-*Nfcs9* #%slO, MGCP ifriSCt 

.fc^RQNT. «^#*s3, s4, sll 

^M^^^^^fs], -5T^^^I5)6^^, *» Radius, Diameter 

20 0 7 A^MC^ #Jfl H.248 isB*3&# &flKM£ *#ieHf , 4*5 

#1 + ^ £ $ 4 tott>% *^<Kl H.248 4 , $M t # 

^iii^fit#It^6^^^4, si, s2, viflHfr 

25 H.248 ^iSLt^^tt-Jlt^^^^A^ SERVICE 

CHANGE J8L*"A^* 4 Rsp, fctf&W&&ftte&*J&&#>&> 

£#*s5> s6, H.248 liHlt^J 

A-ttjti*.**^ MODIFY, 4*&M,^*t^^fiA-i£, 
* s7, s8> M>£#$4:$ H.248 -ftiX. + 44*4" 
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NOTIFY, &^$£feiU£; s9> slO, >£«^*6£ 

$ 43? H.248 t 44^ MODIFY, iOp^iU£& 

5 Radius > Diameter -^K 

IS 8A«*fl;M H.323 ^ift#vi#iAi£^^it^f i±^, 0$ 

t ^ >3L#^,£ $ 4 M% H.323 ifriSlifl 4 , t # 

io %&i&iti±m^&frtfmvH&, &fm. si> s2, >i#^ 

£#4# H.323 -feM^+tf GK^M4, ^U/tMl&# GK; 
#s5* jMfcs6, j£#jfe.«t^i#A-^ H.323 GK#&$4, 

s8, H.323 m^mmiW-%&, j*Bt>«A-t#« 

15 fiAi^t4, &TF*f*&£&iUaL; &#Ws9, #*sl0, >i#^^ 

s3. s4, sll W#4, JJ']i***tf*^1*tfifct£#, ^tX%J&ft 
tiikiS-fyvL, fofc&Mfy&tflXft, fTM&frXM-VHSL, Radius, 
Diameter „ 
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M & & 

a) ^^^^JLi£vi#*^^'4«>i*; 

10 cl ) iAi£ + Kc £&*J-#M&# # -&*E 

c3) ^W^iAiit'^^^^t^Kci^^ii^, 
15 i^^^k^T^— 

20 c5 ) ^^i^^i4^>i#A^^>EI $ 4 , ^iiviM^ft Jl $ 

c6 Kc IWAtet <-^$i±6^j^t#) . 
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5, 1-4 

SIPi&i*«-6,EL$4, SIPi^-Rii 

5 6> flLfefe.^** 1-4 te-3%Pm%®fr$L7T&, 

tir3&ZMT&$L% MGCP ifrvL %. : i% 4 . #fi£ 

&#*.JKt'^>S>l¥.&.^Ji#A^ l ^^f#.fe^^ MGCP frvLi&frif&ti 
&&&*toMiH&, ffrtiLis.jfrtfi&% MGCP &3L$r°fa&% 

& o 

10 7, «HM*.#J*£ i-4 #-^#i£#4^&#&, £#«t-f, 
^rii>i#^^4^ h.248 

JlfcW 4, #ri£>±#$4^ H.248 ^it^p^,|-^^ 

tfi£&###.itf4# H.323 #i*W^NU#4, 

4# H.323 ttofcW t#&$4, ^&>£#$4# H.323 W>»« 

$ 4 , fymz-ffiM 4i& m 4^7 H.323 m^iffiik^ # 4 . 

*: 

A ) *M&iIi±# 4^«G4fc£4^i&&#*#i& 4#£i£#; 

10> **W'J*^9^ii^*4H^iL**, ##fe£-f , UM*c) 
CI ) i/a£t'^#4£^*MU^£&43 Kc fllJaJfflr^atf** 
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5 >i#^J&; 

C3 ) #MMM&i*iU£ t ^<Hj-&«#] Kc ~J3k-&.^ , 
# fe^#T&f ^iiL^ Mj 4&iMJHt4 s 'ft^ . * #T ii/fHH^ 
6&£4fc#i£/sfri£i£#J& 4£#r & flh 

10 #iUt. 

li> #4&*iifJ**. io#ifctf #^4L3r*, &##M§E.-f, #W 

^ftjS $ 4 1 fe'HAii t *^#J tt^^flHW Kc fa Ksp fa^feft&it 
15 #48, 4t4^M]^M#l Ksp ft#-W£t'«&-&*#48 Ksp 

20 C6 &4fl Kc ft #iU£ t '^^aitf , 

ft* JetS&m&& $4U > l^^^aSil^^LiL^^Lst^rtit^ 

12, »W'J^-^ 11 ^/fii^af^^iL^-*, £-#^£t> /sta*. 
25 fete: ^«#fe^tl ^i#^*4rjfe^^^^L^*^jfe^ 

13, ^M^>%9A2te-^ft&%W^$L7T&, ##4££f-, 
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°bjsL % 4 # sip iH 4 , /3ri£S£#j&3& : M sip m>L& 

5 #rs£>£#^.£>#4# MGCP ^i>(.^Mi4'^^'4^^t.p|nj / e^,| > -., /Jfii 
^#jtJ!fc^>a>lS < fe^5i#A^^f# 1 fc^^ MGCP i^ilMfr^' 
.MJN^iS 4, ^i£>£#$&# MGCP t^ii^-M.* 1 *^* 

10 #i£S£#tNi-i8,&# H.248 #-i^M«^,^£^^4^^^^ 
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